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Chapter 3. TECHNOLOGY REVIEW — ACCESS CONTROL

Morgan F. Gaither, MS, and Lauren A. Brush, MS

INTRODUCTION

The National School Safety Center (NSSC) highlights control of campus access as a central dimension of
strategic school preparation (Reference 249). For the purpose of this report, access control devices are
defined as devices that prevent or otherwise control physical access to school property, people, and/or
resources. Access control devices are some of the most widely used and easily upgraded systems for
increasing school security and safety. These devices are valuable in many ways. For instance, they can
help ensure school visitors are more easily accounted for and that specialized equipment and other
items (e.g., cleaning chemicals, science laboratories) are safely secured.

Because school buildings are physical structures, all schools have in place access control devices of
varying sophistication and robustness. This section addresses devices that perform a range of access
control functions and covers a number of entry and access methods. For organizational purposes, access
control devices are organized into two categories: those that provide a physical barrier and those that
provide a way to identify individuals.

Table 3-1 aligns the impact of access control systems with the Federal Emergency Management Agency
(FEMA) mission areas: Prevention, Protection, Mitigation, Response and Recovery (see Chapter 2). This
assessment reflects the informed judgment of the authors who evaluated these technologies. It defines
the categories of access control devices examined in this report and summarizes the areas of school
security and safety for which their use is best suited. Further details on each of these devices are

provided.

Table 3-1 Access Control Devices — Technology Impact Summary

‘ Respond ‘ Recover

‘ Prevent

‘ Protect ‘ Mitigate

Technology
Physical Barriers
Lock HIGH HIGH MEDIUM LOW NONE

Properly Properly Properly Locks may assist | No significant
installed and installed and installed and first responders | impact on
used locks can used locks can used locks can in isolating and recovery was
effectively effectively reduce long- or locating (in noted
prevent access protect building | term school the case of
by intruders occupants from | intrusion electronic locks)

physical access | vulnerability suspects and/or

by intruders victims
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3.2 UTILIZATION STATISTICS
The research team could not find comprehensive statistics on access control systems usage.
3.3 PHYSICAL BARRIERS

Physical barrier devices are those that prevent or control access by entities such as people and vehicles.
For the purposes of school security, these include items that facilitate keeping doors closed when
necessary, directing pedestrian flow within schools, maintaining control of school property boundaries,
and directing and controlling vehicle access into and around school property.

The specific physical barrier technologies discussed in detail are locks, fencing, turnstiles and man-traps,
vehicle barriers, bullet-resistant doors and coverings, bullet-resistant windows and films, and lockdown
devices.

3.3.1 Locks
3.3.1.1 Introduction

Locks, in particular door locks, are some of the oldest and most commonly used access control devices.
Available in varying degrees of sophistication, locks in active use can prevent access to an area or asset
by those not issued a key. Keys can come in a variety of types and sizes and can even be electronic in
some cases (see Section 3.4).

The two common traditional lock types, as defined by a leading lock and door hardware vendor, are
cylindrical and mortise. Table 3-2 displays examples of these two lock types.

The Master Locksmiths Association (a United Kingdom-based not-for-profit organization) provides a
glossary of locksmith and security terms for those interested in investigating differences in particular
lock parts, types of bolts, etc.’

! http://locknet.com/lockbytes/excerpts/whats-the-difference-mortise-vs-cylindrical-locks/

2 http://www.locksmiths.co.uk/security-advice/security-jargon-buster/
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Lock Type
Cylindrical

Table 3-2 Examples of Lock Types

Description |

Example

Designed to be installed through the
door with a knob or lever on either
side that retracts the latch when
turned or depressed.

Mortise

Requires a pocket—the mortise—to
be cut into the door where the lock
is to be fitted; it is common

in commercial construction. The

parts included in the typical mortise

lock installation are:

e The lock body (the part
installed inside the mortise
cutout in the door)

e The lock trim (which may be
selected from any number of
designs of levers, handle sets,
and pulls)

¢ Astrike plate that reinforces the
holes placed in the frame into
which the latch or deadbolt
extends

¢ A keyed cylinder that operates
the locking and unlocking

function of the lock body

3.3.1.2

How the Technology Is Used

Locks are used to secure entry to a location by requiring that an individual possess a key or otherwise
have internal access. The way a lock is operated by a user is called the lock’s function. The American
National Standards Institute (ANSI)® and the Builders Hardware Manufacturers Association (BHMA)®
have established standards to govern lock functionality [ANSI/BHMA A156.2 (bored/cylindrical) and
ANSI/BHMA A156.13 (mortise)]. ANSI and BHMA have established function codes that identify more
than 20 different lock functions, some of which are detailed in Table 3-3. Note that these functions do
not include any optional vendor or manufacturer enhancements.

http://www.ansi.org/
http://www.buildershardware.com/

o U o~ w

http://www.sargentlock.com/products/product_overview.php?item_id=71
http://assuredlockanddoorhardware.com/mortise-locks.html
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3.3.1.4.3  Possibilities for Misuse

Although locks are often used to prevent access from unwanted intrusions, a plausible scenario for
misuse involves an intruder or other individual first gaining access to an area and then using locks to
prevent people from escaping. This scenario may not be preventable in all cases, but having strict key
access and distribution policies in place may reduce the potential risk for such actions.

3.3.1.4.4  Liability and Safety Concerns

Because all locks have an associated key, another access control vulnerability is introduced when key
distribution and key access is not properly controlled. For this reason, school security officials should
keep an accurate and current account of those individuals who have keys to areas on school property.
Officials should ensure anyone authorized to lock doors (including classroom doors) has ready access to
(and knowledge of how to use) keys (including temporary or transient staff such as substitute teachers).
Master keys and spare keys should be separately secured to prevent unauthorized people from taking
keys. Additionally, records of key access and ownership should be regularly maintained to ensure locks
can be re-keyed in the event of key loss or misplacement.

3.3.1.4.5  Privacy Concerns
These physical security options do not involve any collection of personal information.
3.3.1.4.6 Accommodations Needed for Disabilities

The effects on ingress and egress by people with disabilities should be considered prior to selecting new
locks.

3.3.1.4.7 Other Issues
No additional issues were identified by the authors.
3.3.1.4.8 Policy Concerns

An additional point of consideration when installing locks or developing emergency procedures
regarding their use is to ensure compliance with local, state, and/or Federal fire code and other building
and safety regulations, including those related to students with disabilities.

3.3.1.5 Cost Considerations

As with all technologies, costs should be considered when installing new locks or retrofitting existing
access control locations. The costs of locks can vary based on a number of factors. The longer time
necessary to properly install mortise locks has been discussed, but other cost factors are described in
Table 3-5.
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Table 3-5 Lock Cost Considerations

Cost Factor ‘ Cost Description

Acquisition Locks can range from a few dollars (e.g., padlocks) to hundreds of dollars for
electronic and integrated systems.

Installation Installation costs can vary greatly, with traditional physical locks being less expensive
than installation of electronic systems (which may require special wiring and physical
modifications to school structures and buildings).

Operation and labor Labor costs are minimal.

User training Training costs are minimal for most locks and lock systems; some training may be
required for electronic access systems.

Maintenance Time and personnel costs for lock maintenance. Locks must be properly maintained
to function properly, and those not part of an electronic system require individual
checks of functionality.

Consumables Locks must be changed or re-cored, and keys must be replaced when lost or stolen. In
addition, resources are required for the tracking of key-holders and for issuing and
receiving keys to and from those who require access.

Energy and energy Electronic locks may have energy dependency (typically battery operated).
dependency
Software licenses Some more sophisticated electronic lock systems may require software for lock
integration and control via a central database.
System integration Some electronic locks can be integrated for remote control and operation.
3.3.1.6 Emerging Technologies and Future Considerations

Classic door (and window) locks are widely used in schools. New electronic locks, including those with
biometric reader access (e.g., fingerprint scanners, iris scanners) are increasingly available. Biometric
readers employ the use of scanners to identify individuals via biological markers, such as fingerprints, in
lieu of ID cards. Biometric locks are commercially available, but this technology is continually developing
with increasing capabilities and should be investigated periodically when considering locking devices.
Other electronic locking mechanisms include ID cards (see Section 3.4), which usually allow access via
embedded electronic components such as radio frequency identification (RFID) chips. Access to
electronic locks can be managed via a central computer software program that can also log and identify
which locks are accessed and at what time.

In addition to electronic locks, lockdown systems are being explored for use in schools. These systems
can be either one-button, hardwired systems that integrate with physical school locks, or electronic
notification systems that allow for faster communication about lockdown instructions and initiation.
Hardwired systems can provide for immediate lockdown initiation, but can be expensive to install in
older schools that would require extensive retrofitting of physical wiring systems. In this case, electronic
notification systems, which still require staff to physically lock doors, may be a less costly alternative
that will additionally allow for simultaneous notification of local first responders.
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Table 3-7 Advantages and Disadvantages of Specific Fencing Materials

Fence Material ‘ Advantages ‘ Disadvantages
Chain link ¢ Least expensive ¢ Easily breached
¢ Easily installed ¢ Targets for vandalism

¢ Maintains visibility

Welded wire fabric e Difficult to cut ¢ More expensive than chain link
¢ Does not unravel ¢ Less secure than expanded metal
¢ Less expensive than expanded metal

Expanded metal « Difficult to cut (and climb) ¢ More expensive than chain link and
+ Does not unravel welded wire
Ornamental (iron, steel, | * Not easily breached or vandalized ¢ Durability and maintenance costs vary
or aluminum)  Maintains visibility greatly
Wood e Appropriate for low-security settings * May decrease visibility

¢ Inappropriate for locations that
require higher security

Although fencing is a popular option for security and visibility reasons, shrubs, trees, and other “living”
fences offer a more aesthetically pleasing boundary alternative for delineating school property
boundaries for potentially lower cost but also lower security. Heights, densities, and types of vegetation
can be chosen based on each school’s perimeter needs. They provide less visibility in some cases (e.g.,
intruders can hide behind them), but as long as the vegetation is properly maintained, shrubs and trees
can be an asset to the look and function of school boundaries.

3.3.2.3.4  Effectiveness

Effective access control and security efforts begin at the perimeter of schools and their property.
Appropriately considered fence implementation can potentially deter, delay, and/or prevent unauthor-
ized access and criminal activity. The San Diego Unified School District is one of many school districts
across the country evaluating new known security measures. “Since [the] Sandy Hook [school
shootings], the district has spent millions of dollars on safety projects, including the fencing.” (Refer-
ence 210) The effectiveness of any installed school perimeter or other fence(s) will be determined by
factors such as the type and location of the fence, type of behavior targeted, etc.

3.3.2.3.5 Policy Impacts

An additional point of consideration when installing fencing or developing emergency procedures
regarding their use is to ensure compliance with local, state, and/or Federal fire code and other building
and safety regulations. These regulations may need to be evaluated separately depending on the type
and location of the fence. Additionally, local first responders must be informed of key fence and school
access points for use during emergency situations.

3.3.24 Concerns About the Technology
3.3.2.4.1 What It Does Not Do

Fencing is intended to keep people on one side or the other. Fencing relies upon the effectiveness of
access control points to allow authorized students, staff and visitors to pass through the fence. A fence
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3.4.4.8 Policy Concerns

The primary policy concerns associated with ID cards are the privacy issues discussed in Subsec-

tion 3.4.4.5. In addition, if accountability of staff, teachers, and students is a concern in an emergency,
administrators should identify what, if any, role ID cards and/or ID card readers play in evacuation
procedures.

3.4.5 CosT CONSIDERATIONS

ID cards and their associated software and hardware can vary in price depending on several factors. In
addition to the initial purchase, which includes individual card readers, ID cards, and software, other
costs to consider are discussed in Table 3-25.

Table 3-25 ID Card Cost Considerations

Cost Factor ‘ Cost Description

Acquisition Acquisition cost can vary depending on the type and features of the ID card system
purchased. Traditional ID cards without any electronic access capability are less
expensive than integrated ID and door lock systems.

Installation Installation cost will vary depending on the number and types of units purchased. In
the case of electronic door locking systems, some retrofitting or other modifications
to account for battery or other power may be needed.

Operation and labor To issue, replace, remove or destroy, and control access levels for ID cards,
administrative staff is required. Competent administration of the system is key for
ensuring these types of access control systems keep accurate and timely data.

User training As discussed, policies and guidance on the use of ID cards and their systems are key
for the effective use of these systems in schools. Implementation of these policies
and guidance requires training for students, teachers, and other school staff to
ensure they are comprehensive (training allows for the identification of gaps) and
well-known.

Maintenance Maintaining hardware and software components to the ID system(s) is critical to
ensure the ID cards are functioning properly. This may include periodic purchases of
software licenses, replacing batteries, purchasing parts for and servicing ID card
printers, etc. Additionally, maintaining an operating system requires accounting for
power and network redundancies.

Consumables ID cards themselves are known consumables for these systems, and the rate of
consumption depends on policies about who the cards are issued to and when they
are renewed, returned, etc.

Energy and energy ID card systems used as access control devices (card readers) and as point of sale
dependency systems, etc., require energy use and consumption (often in the form of batteries).
Software licenses Depending on the system and vendor used for electronic ID systems, software license

cost will be a factor. License agreements will vary depending on the length and terms
of the license and are usually vendor-specific.

System integration Electronically equipped ID cards can be integrated with a number of access control
systems including door locks and turnstiles. Additionally they can be used for non-
security purposes such as sales and purchases, library rentals, etc.
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Chapter 14. INTERNATIONAL SCHOOL SAFETY TECHNOLOGY REVIEW
Sheldon F. Greenberg, PhD
14.1 INTRODUCTION

Preventing and managing violence in schools is a shared goal across most nations around the world, but
the scope of prevention and security initiatives and data on the types of technology used and assess-
ment of the applications vary greatly (References 46 and 291). To provide perspective and comparison
to the study of school security technology in the United States, the author sought to identify school
security methods and, in particular, technology-based approaches used worldwide.

Long before school violence consumed national and international headlines following the shooting
incident at Columbine High School in 1999, school violence was a global issue. Violence and the threat of
violence has affected and continues to affect communities in almost every nation in the world (Refer-
ence 5). Nations with cultures as diverse as Japan, Jordan, Brazil, Norway, Israel, Malaysia, the United
States, and Ethiopia have been affected by incidents that have sparked national alarm about school
violence. These incidents include gun violence in the United States, decapitations in Japan, hangings in
Norway, and group stabbings in Israel.

Violence against students in schools affects approximately 1 million children worldwide every day. In
response, Plan International implemented the Learn Without Fear Campaign in 2008 to reduce violence
in schools. Working in 48 countries globally, with a special focus on Africa, Asia, and Latin America, the
campaign’s influence has led to legislative changes, training of teachers, and use of social media to
communicate with students and the community (Reference 198).

Although research and literature on international school violence is growing, it is limited to several
perspectives. These include compilation of statistical data on types of crime and attack, victim
populations, and national or regional policy. International studies allow for comparison of incidents,
causes, and country-specific needs (Reference 313). The literature on use of security technology and its
outcomes, particularly in developing and underdeveloped nations, is slight. Much of the information
available on school violence and school security technology is based on media reports, local and regional
data collection, and anecdotal information.

The Global Coalition to Protect Education from Attack estimates that thousands of targeted attacks on
schools have occurred worldwide since 2009. The majority of these attacks involved bombing and
shelling, homicide and aggravated assault, rape and sexual assault, and kidnapping and abduction. In
some nations, schools were, and continue to be, overtaken by armed groups (government and non-
state) for use as bases of operation and detention centers (Reference 289).

In 2004, a terrorist attack killed hundreds of students, teachers, and parents in a school in Russia. This
incident, along with the shooting at Columbine High School and other active shooter attacks occurring in
the same period, focused much of the world’s attention on preventing and mitigating large-scale attacks
on schools by extremists and external forces.

Because many of the headline-grabbing attacks occurring around the world were committed by external
forces, focus on weapons detection and emergency response—including military response—took prece-
dence over addressing more prevalent types of internal violence (e.g., student on student, student on
teacher, teacher on student) and surrounding community violence (e.g., drug and gang related) affecting
schools (Reference 92).
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14.5.1.16 Russia

Russia has approximately 60,000 schools. In 2014, the Pearson/Economist Intelligence Unit rated
Russian education as the 8th best in Europe and 13th best in the world. Russia has the highest rate of
college attendance (per capita) of any nation in the world (Reference 268).

In 2004, a school siege in Beslan in North Ossetia resulted in one of the most deadly assaults on a school
in history. The 3-day siege, led by insurgents, resulted in the death of 385 people including 186 children.
The attack brought worldwide attention to the vulnerability of schools to terrorist attack.

More recently, following a series of bombings against residential apartment buildings in Moscow, an
effort was undertaken to improve security in schools. Use of security technology such as closed-circuit
television (CCTV) and surveillance cameras increased. Further security measures, including the hiring of
security guards, were contingent on funding from parents (Reference 266).

In 2014, a hostage taking and Russia’s first in-school shooting resulted in the death of a security officer
and teacher, and prompted major reform in school security. CCTV and panic buttons were installed in all
Moscow schools. Turnstiles and other electronic entry systems were installed at the entrances of some
schools. Schools deemed to be at higher risk because of the surrounding community and other variables
received steel fences and walls. Moscow officials continue to debate the value of metal detectors
(Reference 260). Many of the reforms are being funded by the local government.

Locales in other parts of Russia have not advanced school security to the same degree as is occurring in
Moscow. Among the reasons for this lower priority are a lack of serious and headline-grabbing incidents,
fiscal issues, and infrastructure problems.

14.5.1.17 Turkey

More than 16 million students attend 65,000 schools in Turkey. Fear of harm and exposure to political
violence and drugs inhibit student attendance and general progress in education. In the areas of Turkey
that border Syria, violence from the Syrian civil war has harmed Turkish communities (Reference 79).

Between 2010 and 2012, two dozen schools were bombed or set on fire primarily as a result of political
strife. During the same period, 28 teachers were abducted. Incidents occur primarily in the south, east,
and southeast where Kurdish insurgents are active (Reference 135).

In January 2016, five students were injured in a school in majority-Kurdish southeast Turkey when a
hand grenade was thrown into the schoolyard. In the same month, a rocket launched from Syria hit a
school, killing a school employee and injuring a student. Two other rockets hit the field adjoining the
school (Reference 166).

Technology to reduce threat is limited to entry security and CCTV. Security technology is less visible in
rural area schools. Primary emphasis has been placed on the use of the Turkish National Police to
provide concentrated patrols around schools. In addition to preventing political clashes from interfering
with schools, the patrols are focused on preventing drug sales to students and other drug-related crimes
(Reference 144). In 2014, a decision was made to assign a police officer to almost every school (Refer-
ence 79).
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Chapter 15. CONCLUSION
William R. McDaniel, PhD, and Steven R. Taylor, MPA

Incidents of extreme violence at schools both in the United States and abroad have resulted in
increasing public and political scrutiny and a call to assess ways to secure U.S. classrooms and campuses
more effectively. A broad range of technologies can be applied to improving school security and safety,
including low-technology devices such as lights, doors, locks, and door pins, and at the other end of the
spectrum metal detectors, “smart” surveillance cameras, social media analysis tools, infrared detection,
and sophisticated school-to-police communication systems. These technologies are being used in
varying degrees in schools throughout the United States.

This comprehensive review of school safety and security technologies reveals much about the current
state of practice of such technologies across U.S. schools. The specific objectives of this report are to:

e Identify technologies currently being used in K-12 schools to prevent, respond, and mitigate
criminal acts of violence.

e Identify how the technologies are being used (i.e., purpose, policy, and practice).

e Identify what is known about the efficacy of those technologies.

e Identify factors such as laws, policies, regulations, and costs that affect deployment and
employment of technologies.

e Provide reports and other information to the National Institute of Justice (NIJ) for dissemination
to the various constituents that play a role in safety and security in schools. (Reference 360)

The study team approached these objectives using four different research components—a literature
review, a technology review, case studies, and a legal review. These complementary components,
separately offering the views of academics, engineers, practitioners, and policy makers, demonstrate
the competing demands and constraints placed on schools and law enforcement as they keep schools
safe. Together, they reveal the how and why of different approaches to school safety.

Objective 1: Identify technologies currently being used in K-12 schools to prevent, respond, and
mitigate criminal acts of violence.

To reach the first objective, the study team categorized technologies by their technical area. The
following areas were reviewed:

e Access control

e Alarms and sensors

e Communications

e Lighting

e Software applications
e Surveillance

e Weapons detection

e Other

The specifics on these areas are covered elsewhere in the report, but certain overall themes have
emerged. For instance, these technologies may be sorted by their specificity to the task of preventing
and mitigating criminal acts of violence, or even particular crimes. Communications, locks, and lighting
are very general technologies present in most, if not all, schools that may be leveraged to prevent
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crimes, but they are rarely thought of as being specific to crime prevention. One benefit of this is that
these technologies are ensured regular maintenance, training, and operational use. Other technologies,
such as access control and surveillance, are often thought of as safety-related, but provide additional
benefits to schools where they are used. The improved ability to track the presence of visitors and
school personnel facilitates overall operations and helps school officials direct their attention to other
priorities, whether they are specific to safety or related to other issues. Alarms, sensors, and weapons
detection may be more closely related to prevention of violent crimes, but come with financial and
environmental costs because these more tailored technologies require regular training and
maintenance; some can even change the atmosphere of a school.

Emerging software and other technologies are just now making their way into the K-12 market, leaving
their ultimate impact undetermined. This is related to another theme that emerged, concerning the role
of the K-12 market in the uptake of safety technologies, particularly as seen by the safety and security
technology industry. Even for well-established technologies, schools rarely were the early adopters. It is
often the case that technologies are developed for other applications and then migrate to schools to
serve a particular purpose. Weapons detection technologies have been used in many environments,
such as airports and courthouses, for years. However, their use in schools has increased with the rise of
concern about active shooter incidents. Some technologies that have been developed more specifically
for the school environment, such as visitor control systems tied to sex offender registries, grew because
of perceived need, and accompanying government mandate.” Without specific driving examples of such
a need, these technologies may never get the market support to develop and thrive.

The bounds of this objective also revealed a theme of technology use in schools. By limiting the review
to K-12 schools and criminal violence mitigation and prevention, the report reveals the relative leeway
that schools have to employ such technologies. In their role, both legally and within American society, as
caretakers of minors, schools can employ monitoring and detection technologies in a way that a private
company might not be able.” This is especially important as emerging computer surveillance technolo-
gies become more prevalent in schools. The cyber realm does not have well-defined physical boundaries
in the same way that school grounds do, but the need for securing students’ wellbeing may give schools
more freedom than other institutions to investigate cyber activities. The implications of this are still to
be seen, but will be important for school officials to consider as technology advances.

Objective 2: Identify how the technologies are being used (e.g., purpose, policy, and practice).

To meet the second objective, the study team concentrated on interviewing school and safety officials
at various levels to uncover both the intended and actual uses of technologies. In interviews with
education and law enforcement leaders at the Federal, state, and district levels, the study team
gathered a deep understanding of the intended role of school safety technologies, which is almost
uniformly as support to the individuals responsible for school safety rather than as a separate driver of
school safety. Law enforcement and school officials face a daunting task in ensuring the safety of the
millions of students attending K-12 schools each day. Information about students, staff, the school
environment, the community, and threats that might be posed by any of them is essential. Technologies
that provide the most up-to-date information about the safety situation of schools tend to be more
desirable based on how much of this burden they can take from these individuals (e.g., school admini-
strator, school resource officer, school safety and security administrator).

! http://www.poynter.org/2009/only-one-state-has-adopted-new-Federal-sex-offender-law/99709/

2 http://www.cnn.com/2013/11/08/living/schools-of-thought-social-media-monitoring-students/
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